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Abstract

Face recognition technology has recently gained popularity due to its convenience over tra-
ditional authentication methods such as passwords, PIN (Personal Identification Number),
and token-based authentication. However, it has been proven that face recognition systems
(FRS) are vulnerable to face presentation attacks (PA). By exploiting the vulnerabilities
of current-day FRS, an imposter is capable of fooling the system through face presentation
attacks (a.k.a spoofing attacks). An attacker can mimic being a genuine user by presenting
fake facial attributes to the FRS. As a result, photos and videos that are widely shared
on social networks may become a weapon against the security of their owners. In order
to protect against such spoofing, a secure system therefore requires Presentation Attack
Detection (PAD) (a.k.a Liveness Detection).

In this work, we propose a 3D reconstruction-based PAD to distinguish between real faces
and 2D presentation attacks (e.g., printed photos, warped photos, cut photos, etc.). With
this approach, users are required to record videos by moving the camera around their
faces, and their faces are reconstructed into 3D point clouds from the videos using the
classic structure from motion method. Based on the point clouds, the classifier will de-
termine whether the input video represents a genuine user or a fake one. To evaluate the
performance of the proposed approach, we created a dataset containing 1968 high-quality
videos that consist of 1104 videos from 92 real participants and 864 print attack videos
captured by an RGB camera for training and testing. In addition, the proposed approach
was also evaluated on iProov Customer’s dataset, which contains 2476 samples from 980
real identities and 1496 spoofing attacks. The proposed method shows strong performance
and achieved 99.07% accuracy on the self-collected dataset.



Glossary

Listed below are the terms and explanations from ISO/IEC (2382-37, 19795-1, 30107-3,
39794-5). Here we present the most commonly used in this thesis:

Attack Presentation - Presentation from an attacker intended to bypass the biomet-
ric system by interfering with the biometric data capture system. [1]

Attack Presentation Classification Error Rate (APCER) - Proportion of attack
presentations incorrectly classified as bona fide presentations. [1]

Bona Fide Presentation - Biometric presentation from genuine user without intended
to bypass the biometric system by interfering with biometric data capture system. [1]

Bona fide Presentation Classification Error Rate(BPCER) - Proportion of bona
fide presentations incorrectly classified as attack presentations. [1]

False Accept Rate (FAR) - Proportion of biometric transactions in which false bio-
metric claims are wrongly accepted. [2]

False Reject Rate (FRR) - Proportion of verification transactions in which true bio-
metric claims are wrongly rejected. [2]

Genuine Face - Informal vocabulary which is used in this thesis instead of bona fide
presentation.

Presentation Attack (PA) - Attempt to interfere with biometric data capture by pre-
senting the system with an attack presentation. The term ’Spoofing’ refers informally to

PA in many studies. 3]

Presentation Attack Detection (PAD) - Detection of presentation attacks using an
automated system. The term ’Anti-Spoofing’ refers informally to PAD in many studies. [3|

Presentation Attack Instrument (PAI) - Biometric characteristic or object used
in presentation attack. The term 'Spoof’ refers informally to PAI in many studies. [4]

Spoof - Informal vocabulary which is used in this thesis instead of PAI.
Spoofing - Informal vocabulary which is used in this thesis instead of PA.

Anti-Spoofing - Informal vocabulary which is used in this thesis instead of PAD.
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Chapter 1

Introduction

1.1 Introduction

Faces are the most distinguishing features that make one person di erent from another,
and recognizing our parents and families is one of the rst things we learn when we are
born. With the rapid development of imaging technology over the past decade, our brains
are now required to perform yet another task: recognizing faces from images. Almost all
kinds of identi cation documents, such as passport, driver license, and student card re-
quire a photo of our face, and it is undeniable that face recognition has become the most
e cient and e ective way to identify ourselves in di erent aspects of our daily lives. As
the world has evolved into the age of digital technology, it is becoming more common for
automated systems to take over the task of face recognition. Thanks to the success of deep
neural networks, together with the incredible computational power of GPUs and the use of
large-scale data, the powerful computer is now capable of performing many complex tasks,
including human face detection, tracking, and authentication.

The advantages of face authentication lie in its convenience over traditional authentication
methods and its ability to allow password-free authentication. While traditional authen-
tication methods such as passwords, PINs (Personal ldenti cation Number), or tokens
can be lost or stolen, faces cannot be replicated or changed easily. Moreover, with face
authentication, users will not have to remember thousands of passwords when accessing
di erent accounts or devices. In addition, face authentication systems reduce the needs for
face-to-face identity veri cation which can signi cantly speed up the authentication pro-
cess. In today's society, automated face recognition systems (FRS) have been used across
a wide range of applications with a variety of levels and constraints of security, ranging
from border access control systems to di erent applications in nancial services, such as
opening bank accounts and accessing to online personal banking [5].

However, it has been proven that face recognition systems are vulnerable to face pre-
sentation attacks (PA) [6]. An imposter is possible to bypass a well-performing face au-
thentication system by simply presenting a photo of a genuine user's face to the camera of
the system. In the age of social media, many people have publicly posted their photos on
the internet. Since attackers can easily nd many high-quality photos without having to
know more than the users' names and exploit them to launch a presentation attack, the
threat has become particularly dangerous. Therefore, the studies of security vulnerabilities
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Chapter 1: Introduction

for face authentication have become the foremost concern to ensure the system is protected
against face presentation attacks. The FRS can be enhanced by adding an extra security
layer to reduce vulnerabilities during the authentication process. The security layer will
detect fake (spoof) and genuine faces presented in the FRS, and this process is known as
face presentation attack detection (PAD) [7].

1.2 Justi cation and Motivation

Face presentation attacks can be classi ed into several categories [5], such as photo at-
tacks, video-replay attacks, 3D mask attacks, extreme make-up, deep fake, and face swaps.
Among the many di erent types of attacks, 2D presentation attacks such as printed photo,
warped photo, and cut photo attacks are the most common types that are often seen in
the industry as these are the easiest types of attacks for an imposter to steal your identity
regardless of the technical and monetary cost. Due to this reason, 2D presentation attack
detection is often seen as the rst line of defense in most face recognition systems.

While there are various existing solutions for detecting 2D presentation attacks, many
approaches were trying to solve the problem by utilizing the images' color information
[8][9], local pattern [10][11][12][13], or evidence of liveness [14][15][16][17]. However, the
performance of these methods is often highly dependent on the lighting conditions. In
addition, some approaches require a complex system consisting of several cameras or even
other types of sensors, and this makes the solution less applicable across various use cases
in reality due to hardware constraints. Moreover, the major challenge of pure 2D tech-
niques based on texture or liveness cues is that these methods are always su ered from pose
and illumination variations. In comparison, detecting 2D face presentation attacks based
on 3D geometric cues are preferred over the other existing methods since this is the most
natural and closest way to imitate how humans perceive the world visually as we are living

in a three-dimensional world. However, acquiring an accurate 3D model requires expensive
and specialized devices, making it impractical in real-life situations and requiring extreme
trade-o s between performance and usability.

To address the above problems, this project worked with a London-based biometric au-
thentication company, iProov, in order to nd another solution so that it does not require
expensive 3D imaging devices or other types of specialized sensors to detect 2D face presen-
tation attacks. This work proposed a new 2D PAD approach based on 3D reconstruction
by simply using a monocular RGB camera from devices such as smartphones and tablets.
With this method, we utilize not only a single image but a whole video of the user's face in
many poses in order to reconstruct the face into 3D point cloud, which will later be used

to distinguish the genuine face from the attack attempt.

1.3 Aims And Objectives
Given a video that captures the user's head in di erent views and angles by a monocular

RGB camera, this project aims to develop a pipeline that can distinguish if the video rep-
resents a genuine user or a 2D face presentation attack attempt based on 3D reconstruction
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Chapter 1: Introduction

method. The 2D PAD pipeline should require no other types of sensors other than a single
RGB camera and be invariant to various pose and lighting conditions so that it can be
applied to di erent use cases and real-world scenarios.

To achieve the goal, the following objectives have to be considered when designing the
2D PAD pipeline. Firstly, the input video has to be subsampled into frames to reduce the
computational time of the 3D reconstruction process. Also, the pipeline needs to be able
to segment the head from the background to reconstruct the user's face. In addition, the
3D reconstruction method should take the geometric constraints into account and have no
prior or bias. Furthermore, a classi er has to be implemented to distinguish the real users
from 2D presentation attacks using the 3D model of the faces. Lastly, the PAD pipeline
should be able to e ectively and quickly perform 2D presentation attack detection. There-
fore the computational time for the 3D reconstruction and classi cation process should not
take too long.

1.4 Research Questions

In order to develop and evaluate the PAD pipeline, this study focused on the following
research questions regarding 2D face presentation attack detection and 3D reconstruction:

1. What 3D reconstruction methods can be used to e ciently reconstruct a 3D model
of the human face from video taking geometric constraints into account?

2. What classi cation models can be used to classify genuine users from 2D presentation
attacks, given the 3D model of users' heads as input?

3. What are the limitations that will a ect the performance of the PAD method?

1.5 Thesis Outline

The thesis is logically organized and this section provides a brief overview of all the 7 chap-
ters in the thesis. The thesis begins with the introduction and motivation, then reviews
the related work, literature, and background knowledge of 2D face presentation attack
detection and 3D reconstruction. After that, it discussed the background methodology,
proposed methodology, and experimental results. Finally, a thorough discussion of the
proposed method and the results is presented, followed by the conclusion and future work.

Chapter 1: Introduction

Chapter one introduced the background and the context of face recognition systems, in-
cluding the advantages of automated face authentication over traditional methods, the
vulnerabilities of face recognition systems, and di erent types of face presentation attacks.
Moreover, this chapter explained the motivation and necessity for conducting research on
2D presentation attack detection, and provided the justi cation of 3D geometric cue based
PAD approach over texture and liveness cue based methods or other techniques using spe-
cialized sensors. Also, it outlined the aims and objectives of the project, along with the
research questions that were focused on during the project. Finally, it gave an overview of
the thesis structure.
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Chapter 2. Related Work

Chapter two started with a general explanation of PA and PAD and introduces the metrics
commonly used for evaluating PAD systems in di erent literature. Also, a literature review
on existing approaches to 2D face presentation attack detection was provided. Moreover,
it introduced various 3D data representation that can be used for face PAD and explained
the reason of choosing point cloud to represent the facial structure in this work. Lastly, a
section describing existing 3D face reconstruction techniques was presented.

Chapter 3: Background methodology

Chapter three contained the background knowledge and information about the methodol-
ogy of this thesis work. The rst and second sections provide the background knowledge
of pinhole camera model and Structure from Motion. The third section introduced the
di erent image segmentation methods that can be used for head segmentation. The last
section detailed the point cloud classi cation models used in this work for discriminating
whether a reconstructed 3D face model is genuine or fake presentation.

Chapter 4: Proposed Methodology

Chapter four described the proposed methodology of the PAD pipeline in detail. The rst
section provided a high level overview of the proposed PAD pipeline. The second section
provided information about the datasets that we used for evaluation in this project. The
third section described the frames pre-processing methods such as brightness adjustment
and head segmentation. The fourth sections detailed the implementation of the 3D face
reconstruction algorithm. The last section outlined the training process and the experi-
mental set up.

Chapter 5: Experimental Results and Analysis

Chapter ve examined and analysed the experimental results. The rst section evaluated

the brightness adjustment algorithm. The second section evaluated on the computational
time against the video sub-sampling rate. The third and fourth sections described the
overall performance of the PAD pipeline on the two datasets with 3 di erent models. The

last section further examined the performance of the best model by testing it across the
two datasets.

Chapter 6: Discussion

Chapter six provided a discussion to compare our proposed method with existing PAD

methods. The rst section summarized some of the advantages of our proposed method
over the existing methods. The second section re ected and analyzed the limitations of this

project, then further investigated on a special fail case causing by the head segmentation
model and suggested a possible solution.

Chapter 7. Conclusion And Future Work

Chapter seven concluded the achievements of the thesis work and detailed the key ndings
of the research questions. The rst section summarized the achievements and contribution
of this project. The last section described the challenges encountered during this work
and suggested some potential ideas that can improve the proposed methodology in future
works.



Chapter 2

Related Work

In this chapter, the rst section gives general details and concepts on Presentation Attack
(PA) and Presentation Attack Detection (PAD). The second section then introduces the
metrics that are commonly used when evaluating PAD systems based on the literature.
Next, the third section provides literature reviews on existing 2D face presentation attack
detection approaches. After that, the fourth section describes the pros and cons of various
3D data representations and explained the reason of choosing to represent faces in point
cloud. Finally, the last section presents the existing techniques and state-of-the-art in 3D
face reconstruction.

2.1 Presentation Attack (PA) and Presentation Attack De-
tection (PAD)

An issue with face recognition systems (FRS) is that they are vulnerable to Presentation
Attacks (PA). The biometric characteristic or object used for PA is also called Presentation
Attack Instrument (PAI). An attacker can impersonate a victim using di erent PAIl species,
such as printed photos, videos, and 3D masks. Based on the PAI used, Ming et al. [5]
classi ed the face presentation attacks into two categories: (i) impersonation (Spoo ng)
attacks and (ii) obfuscation attacks. For impersonation attacks, attackers generally try
to impersonate genuine users by using PAIs such as photos, videos, or highly realistic 3D
silicone masks to interfere with the data capture subsystem of the FRS. In contrast, for
obfuscation attacks, attackers attempt to mislead the FRS by using extreme facial make-
up, plastic surgery, or occluding part of their face with scarves, glasses, or masks to avoid
being recognized. A taxonomy of di erent types of attacks is shown in Figure 2.1.

Figure 2.1: An Overview of di erent types of face presentation attacks.[5]
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Chapter 2: Related Work

Impersonation attacks can be classi ed into 3D mask attacks, video replay attacks, and
2D presentation attacks, each with its own challenge to detect. 3D masks with synthetic
face structures are usually made with paper or skin-like materials such as silicone. In the
past, 3D mask attacks used to be relatively uncommon since high- delity 3D masks were
hard to manufacture due to the high cost and immature technology. However, with the
recent advances in 3D face reconstruction and 3D printing, it is now possible to quickly
reconstruct a highly realistic 3D face mask using a single photo at an a ordable cost, in
which attackers can imitate the face structure of a genuine user by wearing these masks.
This type of attack is di cult to detect since imposters can look completely di erent af-

ter wearing the mask. For video replay attack, a video that captures the genuine user's
face is presented in front of the FRS camera using a digital display such as smartphone
or tablet. Detecting video replay attacks is also quite challenging because high-resolution
video contains the motion of the subject, which allows attackers to mimic the subject's
liveness through the motion from the video.

Similarly, to initiate a 2D presentation attack, a face photo can be presented to the camera
of the FRS, either printed on paper (i.e., Printed Photo Attack) or displayed on a digital
screen (i.e., Photo Display Attack). Due to the ease of launching this attack, it can be
performed in a variety of forms, such as using a warped photo and bending it in order to
make the attack presentation look more 3D and realistic (i.e., Warped Photo Attack) or
cutting out the exact face region of the photo and making it like a mask (i.e., Cut Photo
Attack). As the attackers continue experimenting with alternative and unexpected ways to
attack the FRS, detecting 2D presentation attacks is becoming more challenging because
new forms of 2D presentation attacks are being developed at a very rapid pace.

Detecting and rejecting attack presentations during authentication is essential for a secure
biometric recognition system. A PAD method is de ned as a technique for automatically
identifying the di erence between real and synthetic biometric characteristics presented
to the biometric sensor[7]. According to Hernandez-Ortega et al. [7], PAD could be ac-
complished in four ways: (i) using available sensors to detect pattern that represents the
characteristic of liveness from the signal, (ii) using specialized hardware to detect evidence
of liveness, (iii) using a challenge-response method that requires the genuine user to inter-
act with the system in a speci c way and determine whether it is an attack attempt, or
(iv) using recognition algorithms that are intrinsically secure. A detailed literature review
on 2D PAD is discussed in section 2.3.

Among the di erent face presentation attack categories, 2D presentation attacks are the

most common type of attack that can be seen in reality as biometric face data can be found
easily on various social media platforms. As a result, 2D presentation attack detection is
often seen as the rst line of defense in many biometric systems. Therefore, this thesis
focuses on developing a new solution speci cally for detecting 2D face presentation attacks
using 3D reconstruction methods.

2.2 Metrics for Presentation Attack Detection

In this section, we de ne the metrics for evaluating how well a Presentation Attack De-
tection (PAD) system performs in identifying genuine and attack presentations. Since the
primary goal of the PAD system is to detect and classify whether a biometric presentation
is real or fake, the problem can be formulated into a binary classi cation problem.

11
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2.2.1 Confusion Matrix

Confusion matrix is commonly used to evaluate the performance of a classi cation model.
Given that there are N classes to be classi ed, a confusion matrix is an N N matrix
which compares the actual and predicted values of the target. Taking a PAD system that
can predict either real or fake for a given biometric presentation as an example, every
prediction can be classi ed into four outcomes:

1. True Positive (TP) :  The actual value is real and the prediction is also real.
2. True Negative (TN) : The actual value is fake and the prediction is also fake.
3. False Positive (FP) :  The actual value is fake but the prediction is real.

4. False Negative (FN):  The actual value is real but the prediction is fake.

The confusion matrix for the above binary classi cation problem is therefore a 2 2
matrix as shown below with four values:

Figure 2.2: Confusion matrix for binary classi cation

2.2.2 Correct Classi cation Rate (CCR)

Correct Classi cation Rate (CCR), also known as Accuracy, is another fundamental metric
and is the rst step in accessing the performance of a classi cation model. It is de ned as
the proportion of the total predictions that have been correctly classi ed.

TP+ TN
R = —
cc T otal Number of P redictions

,where TP + TN is the total number of correct predictions.

2.2.3 Attack Presentation Classi cation Error Rate (APCER)

For binary classi cation problems, the False Positive Rate (FPR) is one of the most com-
mon metrics used to evaluate the model's performance. It is de ned as the proportion
of samples with actual values that are negative but are wrongly predicted as positive. In
the domain of presentation attack detection, FPR is also termed as Attack Presentation
Classi cation Error Rate (APCER) or False Accept Rate (FAR). More precisely, APCER
is de ned as the proportion of attack presentations incorrectly classi ed as genuine pre-
sentations [1], and FAR is de ned as the proportion of biometric transactions in which
fake biometric claims are wrong accepted [2]. Note that the terms FPR, APCER and FAR
are often used interchangeably in di erent literature and share the same meaning in most
contexts. The following equation hows how to compute the APCER.

12
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FP
FP+ TN

.where FP is the number of attack presentations incorrectly classi ed as genuine presenta-
tions and FP + TN is the total number of attack presentations in the testing set.

APCER =

2.2.4 Bona Fide Presentation Classi cation Error Rate (BPCER)

Another metric often used in binary classi cation problems is False Negative Rate (FNR). It

is de ned as the proportion of samples with actual values that are positive but are wrongly
predicted as negative. In the domain of presentation attack detection, real samples are
called Bona Fide samples [1]. Therefore FNR is also named as Bona Fide Presentation
Classi cation Error Rate (BPCER) or False Rejection Rate (FRR). To be precise, BPCER

is de ned as the proportion of genuine presentations incorrectly classi ed as attack pre-
sentations [1], and FAR is de ned as the proportion of biometric transactions in which
genuine biometric claims are wrong rejected [2]. Note that the terms FNR, BPCER and
FRR are often used interchangeably in di erent literature and share the same meaning in
most contexts. The following equation hows how to compute the BPCER.

FN
FN + TP

,where FN is the number of genuine presentations incorrectly classi ed as attack presenta-
tions and FN + TP is the total number of genuine presentations in the testing set.

BPCER =

2.2.5 Area Under ROC Curve (AUC)

Figure 2.3: Various types of Receiver Operating Curve (ROC). The green curve represents
an ideal classi cation models, the red curve represents a reasonable classi cation model,
and the blue curve represents a bad model with the area under the curve approximately
equal to 0.5. [18]

Receiver Operating Curve (ROC) is a widely used tool for visualizing the performance
of binary classi cation problems (see Figure 2.3), and the Area Under the ROC Curve
(AUC) is one of the most important metrics often used to measure the classi cation model's
performance. The ROC curve is obtained by plotting the True Positive Rate (TPR) against
the False Positive Rate (FPR) at di erent classi cation thresholds, where TPR and FPR
are de ned as below,

13
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FP TP

FPREEPrTN TPR= 5+ EN
From the above two equations, it can be seen that if we set the classi cation threshold
such that all predictions are positive, then TN and FN will be 0, and TPR and FPR will
both equal to 1. Similarly, if we set the threshold such that all predictions are negative,
then Tp and FP will be 0, and TPR and FPR will both equal to 0. Therefore, one of the
properties of ROC curve is that it will always pass through (0,0) and (1,1). While ROC is
a probability curve, the area under the curve (AUC) measures the separability of a model.
In other words, a higher AUC means a model can classify a biometric presentation between
real and fake better than one with a low AUC. For an ideal classi er, the AUC should be
close to 1, whereas a random classi er will have an AUC approximately equal to 0.5.

2.3 Literature Review on 2D Face PAD

This section provides a survey on the topology and recent developments of face presentation
attack detection, then reviews various literature on existing PAD methods for 2D face
presentation attacks.

2.3.1 A Survey On The Topology of Face PAD Methods

In the early stage, the design of most PAD algorithms relies on human liveness cues and
handcrafted features such as eye or head movement, which require substantial prior knowl-
edge in the particular domain. While there is no clearly de ned topology for existing face
PAD approaches, Ramachandra et al. [6] divided face PAD algorithms into two types in
general: (i) Hardware-Based PAD, which uses specialized sensors to detect PAs, and (ii)
Software-Based PAD, which uses specially designed algorithms for detecting PAs. After
that, Ming et al. [5] further classi ed face PAD methods into ve categories, including

3D geometric cue-based methods, texture cue-based methods, liveness cue-based methods,
multiple cue-based methods, and methods that utilize new emerging trends. Thanks to
the recent advances in neural networks and most PAD systems utilizing deep learning
techniques for face anti-spoo ng, Yu et al. [19] proposed a more detailed classi cation for
face PAD methods. They rst grouped the PAD methods into two classes depending on

if the biometric sensor of a PAD method is a commercial RGB camera or other advanced
sensors such as depth, infrared or thermal sensors, then subclassi ed the PAD method
based on the deep learning approaches it uses. Inspired by Yu et al. [19] and Ming et al.
[5], we classify 2D face PAD methods that use RGB cameras into four categories, including
texture cue-based methods, liveness cue-based methods, 3D geometric cue-based methods,
and end-to-end deep learning methods.

2.3.2 Texture Cue Based Methods

PAD algorithms based on texture cues are among the most commonly used strategies in
face anti-spoo ng since they are able to detect most types of face presentation attacks,
such as photo attacks, video-replay attacks, or some forms of 3D mask attacks. According
to Ming et al. [5], texture cues can be classi ed into two types: (i) static texture cues, and
(i) dynamic texture cues. Static texture cues refer to spatial or frequency textures that
can be extracted from a single image [20], for example, colours, FFT spectra, Histograms
of Oriented Gradients (HOG) [21] [12], or Local Binary Patterns (LBP) [22]. In contrast,
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dynamic texture cues refer to visual patterns extracted from image sequences that are
spatially repetitive and change over time [23]. Generally speaking, texture cue-based PAD
algorithms detect face PAs by analyzing the static or dynamic micro-texture of the images
displayed to the camera and determining whether or not a biometric presentation is alive.

In 2004, Li et al. [10] proposed the rst texture cue-based PAD methods by analyzing
the Fourier spectra of the face images. However, their approach relies on high-frequency
descriptors, and the performance is dependent on the size of the face image. This is because
a larger face image contains more facial details than a small face image and can potentially
trick the system.

Later in 2010, Tan et al. [24] found that genuine faces have a unique re ection pat-
tern when compared to printed or displayed photos in 2D presentation attacks, and they
tested with several classi cation models such as Sparse (linear) Logistic Regression (SLR),
Sparse Nonlinear Logistic Regression (SNLR), and Support Vector Machine (SVM). Out
of these, SNLP shows an excellent performance with an AUC value of 0.94 and approxi-
mately 89% accuracy. The re ection pattern is di erent between genuine faces and photos
mainly because of two reasons: (i) a genuine face is 3D whereas a photo is 2D, and (i)
there is a di erence in surface roughness between a genuine face and a photo. However, the
drawback of this method is that its performance may be a ected by the lighting conditions.

Followed by that, in 2013 Komulainen et al. [25] tried to detect if the user is showing
a fake face via a spoo ng medium to the system's camera using Histograms of Oriented
Gradients (HOG) as shown in gure 2.4. The main idea behind their work is to detect
the presence of spoo ng medium itself within the image instead of analyzing the di erence
between a genuine face and a fake face. Their approach perform e ciently if the spoo ng
medium is clearly presented in the image. However, the weakness of this approach is that
it will fail if the attackers move the photos very close to the camera to avoid showing the
boundary of the spoo ng medium (i.e. close-up attacks), or if the attackers trying to cover
or hide the edge of the spoo ng medium by hair, scarves, or clothes (i.e. face occlusion).

Figure 2.4. Three example images from the work of Komulainen et al. [25] showing the
di erence between a real face, a printed photo, and a photo displayed on screen and their
corresponding HOG descriptors.

Recently, Local Binary Pattern (LBP) has been proven to be one of the most e ective
static texture cue-based PAD methods [11] [26] [8] [27]. It is a simple but very e cient
texture operator to create a global representation of the texture by comparing each pixel
of a face image to its surrounding neighborhood pixels [28]. Figure 2.5 shows the images
of a genuine face and a photo displayed on screen with their corresponding LBP images.
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Figure 2.5: Examples of a genuine face image (left) and a printed photo (right) with their
the corresponding LBP images. Images were taken from [11].

To obtain the LBP image, the original image is rst converted into grayscale. Then,
for each pixel of the grayscale image, we create an array to act as a window and selétt
pixels from surrounding pixels of the center pixel. After that, it compares the intensity
of the center pixel with its N neighbouring pixels and performs thresholding (i.e. if the
intensity of the center pixels is smaller than its neighbour, the value is set to O; otherwise,
the value is set to 1). To compute the LBP value of the center pixel, the thresholding
values that are stored in the window will then be converted into a binary string. Finally,
the LBP value of the center value can be computed by converting the binary string into a
decimal value. The above process to calculate the LBP value is illustrated in Figure 2.6
and this process is repeat for all the pixels in the original image in order to get the LBP
image.

Figure 2.6: A visual illustration of how to calculated the LBP value for the center pixel,
with window radius R = 1, number of neighbouring pixels N = 8.

The popularity of LBP in PAD is because of its simplicity in terms of computation and its
performance is more robust to illumination changes when compared to other static texture
cue based methods [29]. Back in 2011, M&atta et al. [11] rst proposed to use LBP for face
anti-spoo ng by analyzing the micro-texture of a single image. The author compared the
Area Under ROC Curve (AUC) with the previous method that used re ection pattern as
suggested by Tan et al. [24], and achieved an AUC value 0.99 while the re ection pattern
based method only achieved an AUC value 0.94. Later in 2012, their team extended their
work by adding the Histograms of Oriented Gradients (HOG) and Gabor Wavelet [13]. In
2015 and 2016, Boulkenafet et al. [26] [9] used LBP to extract color features in the HSV
and YCDCr spaces and were able to achieve excellent performance. More recently, in 2022,

16



Chapter 2: Related Work

Zang et al. [8] exteneded the above ideas and suggested to combine di erent color texture
structure analysis techniques including Co-occurrence of Adjacent LBPs (CoALBP), Local
Phase Quantization (LPQ) and Local Directional Number Pattern from Three Orthogonal
Planes (LDN-TOP). The authors tested their method on two public dataset (Replay-Attack
Dataset [30] and MSU-MFSD dataset [31]) and acheived the state-of-the-art performance.

2.3.3 Liveness Cue Based Methods

Di erent from texture cue-based methods, liveness clue-based methods aim to nd evi-
dence of liveness by detecting physiological signals such as head movement [10][17], mouth
movement [32], eye blinking [16][33], or micro-pulse from the image sequence of the face
[5]. Two of the most widely used liveness cue-based strategies are based on: (i) optical
ow eld and (ii) Remote PhotoPlethysmoGraphy (rPPG) signals.

Optical ow Field

Optical ow eld is a vector eld of instantaneous velocity vectors that describes the pixel
movement on the image plane for a moving spatial object [17]. In other words, it shows
how pixels from one image can be moved in order to form the same moving spatial object
in another image. In 2009, Bao et al. propose the rst optical ow eld based PAD method
for image sequence. From Figure 2.7, it can be seen that the optical ow eld for a printed
photo is di erent from a genuine face since a real human face is a 3D object and can cause
more physical distortion when presenting in front of the camera than a printed photo. Later
in 2016, Yin et al. [15] extended the idea and proposed the Displacement of Optical Flow
Vector (DOFV) model which used dense optical ow instead of sparse optical ow. They
tested their methods on Replay-Attack Dataset [30] and achieved excellent performance
when compared to LBP and HOG methods. However, the main limitation of optical ow
eld based approach is that it requires a steady lighting conditions in order to compute an
accurate optical ow eld. Therefore, the performance of this method will not be ideal if
there is a strong illumination changes.

Figure 2.7: Images of a at printed photo (left), a bended printed photo (middle), and
a genuine face (right) with their corresponding the optical ow elds. Images were taken
from [17].
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Remote PhotoPlethysmoGraphy (rPPG)

Recent trends have seen Remote PhotoPlethysmoGraphy (rPPG) signals become one of
the mainstream liveness cue-based PAD methods. Photoplethysmography (PPG) is an op-
tical technique that can be used to detect pulses associated with blood volume changes in
the microvascular bed of tissue and obtain a plethysmogram [34]. While conventional Pho-
toplethysmography (PPG) techniques usually require skin contact, remote Photoplethys-
mography (rPPG) can detect the pulse signal without direct skin contact. Since light
penetrates and re ects o of the skin, the rPPG signals can be obtained by analyzing and
detecting subtle instantaneous changes in skin color that are invisible to human eye [35].

Previously, remote photoplethysmography (rPPG) was mainly used in medical imaging. In
2016, Liu et al. [14] rst attempted to employ this idea for face anti-spoo ng and proposed
a rPPG based PAD method to detect micro pulse signals from the face in order to verify
whether the face being presented is genuine or not. They rst detected face landmarks and
divided the face into di erent local regions, then extracted the rPPG signals from those
face regions. After that, the local rPPG patterns can be modeled by extracting various
features from the signals, such as the signal-to-noise ratio (SNR), maximum amplitude,
or power spectrum density (PSD). These features will then be used to feed into the clas-
si er and determine if a face is genuine or fake (see Figure 2.8). The authors evaluated
the performance on COMB (combined 3DMAD dataset [36] and self created Supplemen-
tary Dataset) dataset and self created Supplementary dataset(SUP) and achieved AUC of
95.5% in COMB dataset and AUC of 91.7% in SUP dataset.

Figure 2.8: rPPG signals and multi-scale long-term statistical spectral (MS-LTSS) of a
genuine face (left) and printed photo (right). Images were taken from [37].

Followed by that, Nowara et al. [38] proposed an improvement to existing rPPG ap-
proaches. Instead of using only local face regions, this method extracted rPPG signals
from ve region of interest (ROI): two from the background and three from the face (left
cheek, right, cheek, and forehead). The background rPPG signals from the background is
subtracted from signals of the three face regions in order to reduce noise from the back-
ground. Then, the magnitude of Fourier spectrum is then extracted from the ltered rPPG
signals as the feature vectors, and these feature vectors will then be used to feed into the
classi er. The authors reported a 100% accuracy on Replay-Attack Dataset [30].
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One of the major drawbacks of rPPG based methods is that obtaining rPPG signals gen-
erally requires a long observation time, which limits the use cases in real applications. To
overcome the problems, recently Liu et al. [39] proposed a new rPPG based method in
2020, which is much faster than the existing approaches by comparing the similarity of
local rPPG signals of the face regions in time domain. The new method is more robust
even if the observation time is within 3 seconds and is more resilient to illumination changes.

Although rPPG based methods has achieved excellent results, there are two main lim-
itations that a ected its performance on 2D presentation attack detection in real-world
situations. Firstly, the detection accuracy greatly depends on the types of attacks. For
example, a stationary photo attack is more easier to detect than a moving photo attack,
since the movement will cause intensity changes and may results in high False Accept Rate
(FAR) an inaccurate rPPG signals. Secondly, the performance of rPPG based method will
decreased whenever the light is obstructed from reaching the blood vessels under the skin.
For instance, this method may be fail if people wear heavy make-up, have dense facial hair,
or have a darker skin color. This may cause the system reject the genuine users since it
cannot detect the rPPG signals and results in high False Reject Rate (FRR).

2.3.4 3D Geometric Based Methods

3D geometric cue-based PAD methods are the most intuitive and natural way to imitate
human visual perception since we are living in a three-dimensional world. The main idea
of 3D geometric cue based methods is to extract and utilize the 3D geometric features from
the input images and determine whether a face presentation is genuine or fake. In general,
genuine faces usually have more obvious characteristics in terms of the 3D structure than
2D presentation attacks attempts. In 2017, Tang et al. [40] proposed a method to analyze
the 3D shape based on the principal curvature measures for classifying the real and fake
faces stored in 3D triangle meshes. In 2018, Huang et al. [41] proposed another method
that combines texture and shape features. The highlight of their approach when compared
to previous methods is that this method does not require extra equipment or sensors to
acquire the depth information because the geometric cues are directly reconstructed from
RGB images by using a 3D Morphable Model (3DMM) [42].

One of the most representative 3D geometric cue based methods for detecting 2D pre-
sentation attacks was proposed by Wang et al. [43]. As planar photos usually have a
at structure while real face contains more three-dimensional geometric structure, their
method aims to detect 2D face PAs by recovering the 3D structure of the face presenta-
tion. They rst used a deformable model called the Constrained Local Model (CLM) [44]
to locate sparse facial landmarks for each frame in an image sequence, then selected the
key frames to Iter out neighboring frames which have almost identical viewpoints. After
that, they reconstruct the facial structure into a sparse 3D point cloud by using facial
landmarks. Finally, a simple Support Vector Machine (SVM) was used for classifying the
3D facial point cloud and determining whether it is a genuine or attack presentation. The
authors tested their method on three datasets, including Idiap's Print-Attack Dataset [45],
NUAA Dataset [24], and CASIA Dataset [46], and they achieved 100% accuracy on all
three datasets.
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Figure 2.9: A comparison between the reconstructed 3D structure of a real face (left) and
printed photo (right) in the work of Wang et al.[43].

Despite of the excellent performance the authors claimed they had achieved, it should be
noted that the authors only tested the performance on laboratory datasets without further
evaluation in real-life situations. More importantly, this method have some limitations
that can restrict its use-cases in real-world situations. First, this approach greatly relies on
the facial landmark detected by the CLM model, however the CLM model is not invariant
to illumination changes (as shown in Figure 2.10). This can result in an inaccurate 3D
facial structure recovery due to the incorrect facial landmarks detection, and the method
may fail if the imposter perform the attack in a darker environment.

Figure 2.10: Example images of using CLM to locate the facial landmarks under normal
light condition (left) and when lighting condition changes due to obstacle between the light
source. Images were taken from [44].

Secondly, this method only work properly within limited view angles because the CLM

model cannot t properly if a face is presented on the side view instead of the frontal view.

Moreover, their approach may fail in case of face occlusion occurs. From Figure 2.11, it
can be seen that the facial landmarks will be tted incorrectly in case of face occlusion.

This could result in a high False Accept Rate (FAR) since the system may wrongly predict

an attack presentation with face occlusion as a genuine attempt due to the inaccurate
landmarks.
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Figure 2.11: Example images of incorrect the facial landmarks using CLM when part of
the face is occluded. Images were taken from [44].

2.3.5 End-To-End Deep Learning Methods

End-to-End Deep Learning based methods have gained increasing attention and dominate
the eld of PAD due to the rapid development of advanced neural network architectures in
recent years. In contrast to the previous methods that perform PAD based on extracted
handcrafted features such as local texture, liveness cues and 3D geometric cues, end-to-end
deep learning based methods aim to learn the mapping functions directly from the input
face presentation to spoof detection.

In 2021, Yu et al. [19] conducted the rst and most detailed survey that covers more
than one hundred deep learning based methods for face PAD. They generally classi ed
di erent PAD methods based on the data capture sensors and the deep learning tech-
niques. Among di erent methods that only utilise RGB camera, these deep learning based
PAD frameworks usually include: (i) direct supervision with binary cross-entropy loss, (ii)
pixel-wise supervision with auxiliary tasks, and (iii) pixel-wise supervision with generative
models (as shown in Figure 2.12).

Figure 2.12: General classi cation for di erent deep learning based PAD methods that use
RGB camera to capture the face. (top) Direct supervision with binary cross-entropy loss.
(middle) Pixel-wise supervision with auxiliary tasks. (bottom) Pixel-wise supervision with
generative model. [19]
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Because PAD can be treated as a binary classi cation problem, many deep learning ap-
proaches are directly supervised with binary cross-entropy loss. In 2014, Yang et al. [47]
rst proposed to use a canonical CNN structure with 5 convolutional layers and 3 fully-
connected layers to learn the features. However, one major drawback of CNN based models
is that they are easily over tted when used in PAD problems. In 2020, Deb and Jain [48]
proposed a self-supervised method for learning local discriminative cues from face images
in order to overcome the over tting problem.

While models with direct supervision with BCE loss can learn subtle non-faithful pat-
terns such as the screen border or moiré pattern, models with pixel-wise supervision aim
to extract ne-grained and context-speci ¢ cues for learning intrinsic features. In 2019,
George and Marcel [49] proposed a novel method which uses binary mask labels as the
auxiliary signals to train a model based on DenseNet. Their method will assign each pixel
of the face with a binary label (i.e. 0 or 1) based on the network predicting whether or
not the pixel represents a real or fake face. After that, the mean value of all pixels will be
used as the score the determine if the face is real or fake.

Although pixel-wise supervision using auxiliary signals can achieve good performance, it
remains di cult to understand exactly what the deep black box model learns. in order to
get a more intuitive understanding, another recent trend is to use generative models with
explicit pixel-wise supervision to extract and visualize the latent spoof patterns that exist

in the attack presentation. For instance, Jourabloo et al. [50] proposed a new method by
rede ning PAD as a noise modelling problem and designed an encoder-decoder architecture
to generate the hidden spoof patterns (as shown in Figure 2.13). They assumed that every
face image is composed of a live face and spoof noise, and there is no noise in the case
of a genuine face image. Therefore, PAs can be detected by estimating the spoof noise
using a Generative Adversarial Network (GAN) based CNN and analyzing the amount of
noise present in the input image. Their method achieved state-of-the-art level performance
when compared to other approaches, and the author claimed that this method is capable
of detecting other types of attacks such as video-replay attacks, 3D mask attacks, and
make-up attacks.

Figure 2.13: A comparison of the spoof noise between genuine faces (left) and spoof faces
(right). Images were taken from [50].
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2.4 A Review on Di erent 3D Data Representations for PAD

Inspired by Wang et al. [43], this project aims to utilise the 3D shape of the face for

detecting 2D face presentation attacks. Therefore, this section introduces the pros and
cons of di erent 3D data representations and provides the reason why the project chooses
to represent faces with 3D point clouds.

There exist many di erent ways to represent a 3D object, and each 3D data representation
has its own advantages and drawbacks. Ahmed et al. [51] classi ed 3D data into Euclidean
and Non-Euclidean data. The di erence between them is that Euclidean 3D data such as
depth maps and voxels have a grid structure that forms the basis of a global parametriza-
tion and a common coordinate system, while non-Euclidean 3D data such as point clouds
and meshes do not have the grid structure so that there is no common coordination system
and global parametrization. There is a lot of more other 3D data representations, however,
here we only evaluate the advantages and limitations of the most common ones including
depth maps, 3D meshes, voxels, and point clouds.

A depth map is an image that contains the depth information for each pixel of the RGB
image. Usually, the depth information is encoded into a single channel such as grayscale,
and the intensity value represents the distance between the pixel and the camera. The
advantage of a depth map is that it only requires a relatively small memory which is good
enough if we just need a quick estimation of the depth information from a single point of
view. However, a depth map is basically a 2.5D representation, and it cannot fully describe
the whole 3D scene on its own.

Figure 2.14: Examples of an RGB image taken by iPhone's TrueDepth camera (left) and
its depth map (right).

A 3D mesh is a set of polygons (usually triangles) in order to represent the surface of
a 3D object, where the polygons are composed of a set of vertices that are connected to
each other by edges (see Figure 2.15b). Mesh is a very common 3D data representation.
The advantage is that it allows us to compute the normal vector from the surface of the
3D object and the connections of polygons allow us to get an understanding of the geomet-
ric relation of the 3D objects. However, a 3D mesh is essentially interpolated from point
clouds and can only model the 3D object to a certain degree. Also, a 3D mesh uses edges
to represent the connections between vertices which means it consumes signi cantly more
memory than a depth map.
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A voxel is a 3D cubic unit for representing 3D objects and is often seen as a "3D pixel".
In the case of 2D, an image is represented by pixels and each pixel has its own RGB or
grayscale value to form the whole image. This concept can be extended to 3D and repre-
sent a 3D object using voxels (see Figure 2.15c). To represent a 3D object with voxels, we
can divide a 3D bounding box that contains the 3D object into smaller volume grids (i.e
voxels), and then assign each voxel with a value to indicate whether the voxel represents
the 3D object or not. Additional information such as colour and opacity can also be added
to the voxels. As voxels have a regular grid structure, they are very useful for processing
tasks such as classi cation. However, the problem with voxels is that the 3D object only
occupies a relatively small portion of voxels within the 3D bounding box in most cases,
therefore voxel representations usually consume signi cantly more memory than depth
maps and meshes.

A point cloud uses a set of points with coordinates (X,y,z) to represent an object in a
3D coordination system (see Figure 2.15a). It is a simple but e ective way to represent
the 3D object since the points are stored in a single N 3 2D array. This allows easy
transformation as the point cloud can be transformed by simply multiplying the 2D array
with a linear transformation matrix. The advantage of a point cloud is that it can fully
describe the whole 3D scene when compared to a depth map, but requires much less mem-
ory than voxel or meshes since it can represent a complex object using a nite amount of
points without waste of memory when compared to voxel, and it does not store any con-
nections between points when compared to meshes. However, point clouds are unordered
and unstructured data which means it can be hard to understand the global structure and
the geometric relation between objects.

(a) Point Cloud (b) 3D Mesh (c) Voxels

Figure 2.15: Di erent 3D data representation of a stanford bunny. Images were taken from
[52]

The reason why this project utilizes point clouds to represent faces is as follows. First,
this project aims to use a single RGB camera to capture face images. However, it usually
requires specialized sensors such as a depth camera such as iPhone's TrueDepth camera
[53] to acquire an accurate depth map (as shown in Figure 2.14), which makes depth maps
not applicable in this project. Another reason is that voxels and meshes consume much
more memory than point clouds. As we are only interested in extracting the general 3D
shape of the faces as features, the simple data structure of 3D point cloud makes it ideal
for face representation without taking up too much memory.
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2.5 Existing 3D Face Reconstruction Methods

3D reconstruction is the process of recovering the geometry and appearance of 3D objects
and representing the objects in a 3D data representation. This section introduces di erent
traditional methods and the state-of-the-art in 3D face reconstruction. At the end, we also
explained the reason of why Structure-from-Motion was chosen as the primary approach
in this work to reconstruct faces for 2D face PAD.

Generally speaking, traditional 3D face reconstruction can be achieved by active or passive
methods. Active methods usually require other types of sensors such as structured-light 3D
scanner [54], time-of- ight laser scanner [55], or hand-held laser scanners [56] to actively
emit some form of light to the target object and obtain the depth information by analyzing

the returned signals. However, active sensors are usually expensive and are less applicable
in real-world situations.

On the other hand, passive methods aim to reconstruct the 3D facial structure using
single or multiple views of face images instead of actively interfering using scanning sen-
sors. Examples of traditional passive methods for 3D face reconstruction includes di erent
Shape-from-X methods such as Shape-from-Texture [57] and Shape-from-Silhouettes [58].
However, these Shape-from-X methods are always su ered from illumination changes and
not capable of producing a very accurate 3D face model. Another example of passive
method is Structure From Motion (SfM) [59]. SfM is one of the most popular methods for
reconstructing 3D sparse point cloud and is able to recovery an accurate 3D structure by
using images with multiple view points. It is more robust to pose and illumination varia-
tions when compared to Shape-from-X methods and takes the actual geometric constraints
such as the epipolar geometry into account during reconstruction.

Alternatively, faces can be reconstructed by Morphable Model based approach [60]. A
3D Morphable Model (3DMM) is a generative model for modelling the structure of human
face [42]. In 2003, Blanz et al. [61] rst proposed a method to reconstruct the human face
by tting the 3DMM to the input face image. Later in 2010, Wang et al. [62] suggested a
method by tting a morphable face model to a sequence of facial features extracted from
multiple face images at di erent view points with geometric constraints. However, the
problem of many 3DMM based approaches is that most 3DMM models were con ned to a
speci ¢ age group or nationality, and only had particular facial expressions.

Recently, many studies in 3D face reconstruction are based on Deep Learning (DL) meth-
ods. Two of the most common DL techniques for 3D face reconstruction includes 3D Con-
volutional Neural Networks (3DCNN) and 3D Generative Adversarial Networks (3DGAN).
For example, Gecer et al. [63] proposed Generative Adversarial Network Fitting (GAN-
FIT) in 2019 to generate reconstruct high delity 3D face model. In 2020, Li et al. [64]
proposed a Symmetry Consistent Convolutional Neural Network (SymmFCNet) to recon-
structe the missing pixels due to self occlusion. However, GAN models are di cult and
very time-consuming to train, making these models hard to be used in real applications.
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The 3D face reconstruction method of this project is based on Structure from Motion (SfM)
for the following reasons. Firstly, SfTM does not require other sensors when compared to
active methods, and is more robust to pose and illumination changes when compared to
Shape-from-X methods.

On the other hand, DL-based face reconstruction methods are not suitable for detect-
ing di erent types of photo attacks. This is because most of the DL-based methods often
rely on tting a model to the input face images using prior information, which implies
that those DL methods can still reconstruct a 3D face model even with a photo. Another
reason that DL methods is not adopted in this work is due to the di culty in nding a
suitable dataset for training. Although there are some state-of-the-art DL methods that
takes into account the geometric constraints during reconstruction [65][66], it is still very
hard to nd an appropriate dataset for training.

In comparison to Deep Learning-based methods, Structure from Motion (SfM) is more
appropriate for our goal since SfM uses camera geometries and triangulation to recon-
struct a 3D model instead of using prior information to t a model. Also, it does not
require any dataset for training. As a result, SfM is adopted in this work because it is
able to reconstruct a more accurate 3D face model from multiple views face images, more
resilient to pose and illumination variations, and does not restricted to a particular age
group or nationality.

26



Chapter 3

Background Methodology

This chapter contains information and knowledge about the background methodology of
this thesis work. In general, our proposed PAD pipeline for this work mainly comprises
three main parts, including head segmentation, 3D face reconstruction using Structure
from Motion, and 3D point cloud classi cation. Therefore, the rst and second section
provides the background knowledge pinhole camera model and the fundamental principle
of Structure from Motion. The third section introduces the image segmentation techniques
that we used for head segmentation. Finally, the last section details the neural network
models that we used for point cloud classi cation in this work.

3.1 Pinhole Camera Model

Figure 3.1. Geometry of a pinhole camera model.C represents the centre of camera
coordinate frame,f is the focal length of the camera, andp is the principal point. [67]

A pinhole projection model is the most common camera model to describe the mathemat-
ical relation of how a point in 3D space is projected onto the image plane. The pinhole
camera has two components, including a 3D to 3D transformation from the world coor-

dination system to the camera coordination system, and a 3D to 2D transformation from

camera coordination system to the camera image plane.

The rst component is the 3D to 3D transformation from the world coordination sys-

tem to the camera coordination system. LetX = [X Y Z 1]' be a point in the world
coordinate frame andX . = [ X Y¢ Z¢ 1]7 be the same point but in the camera coordinate
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frame. Equation (3.1) shows the mapping fromX to X..
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, Wheret is a3 1 vector for the camera translation andR is a3 3 rotation matrix
for the camera orientation. R and t are known as the camera extrinsic parameters and
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0 1 is also known as the camera extrinsic matrix that describes camera pose.

The second component is the 3D to 2D transformation from the camera coordination
system to the camera image plane. Lek =[u v 1]" be a point (in terms of image coordi-

nate) projected from X ; onto the camera image plane. Equation (3.2) shows the mapping
from X to x.
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, Where fy and fy are the camera focal length (in pixel dimension) in x and y direc-
tion respectively, s is the skew parameter (can assume to be zero for most cameras) and
(px, py) is the principal point (in pixel dimension). Note that fy, fy, px, py, and s are
known as the camera intrinsic parameters, an&K is also known as camera intrinsic matrix.

From Equation (3.1) and (3.2), the general pinhole camera projection matrixP can there-
fore be represented as:
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Putting everything together, the mapping of a point from world coordinate frame to the
camera image plane can then be expressed as:
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